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RADWARE CLOUD WORKLOAD
PROTECTION ONBOARDING GUIDE

This document describes the following topics:
= Onboarding an AWS account, page 3

= Logs Collected by CWP, page 4

= Account Configuration and Metadata Collected by CWP, page 4

= Required AWS Permissions, page 5

= Radware Onboarding Wizard, page 7

Onboarding an AWS account

Onboarding an AWS account to the Radware Cloud Workload Protection (CWP) service involves
adding policies and roles to your account to allow Radware to collect logs and metadata.

-

Notes
< Radware CWP can not make changes directly to your AWS account.

= There is no need to install agents or deploy any additional software to your cloud for CWP to
protect your account.

a

To add an AWS account to the Radware Cloud Workload Protection service

1. Review the log requirements (Logs Collected by CWP, page 4) and permissions (Required AWS
Permissions, page 5) necessary for CWP to access logs and metadata in your AWS account.

2. In the Radware Onboarding Wizard, complete the setup as follows:

— Create permission policies in your AWS account.

— Create cross-account role in your AWS account to allow access from Radware’s AWS
account.

— Connect your account to the Radware Cloud Workload Protection service.
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Logs Collected by CWP

To protect your AWS account, Radware CWP analyzes several types of logs that capture the activity
inside your cloud across multiple dimensions.

= CloudTrail logs capture account activity related to actions across your AWS infrastructure.
CloudTrail logs are collected from an S3 bucket (recommended).

= Flow logs capture information about the network traffic going to and from network interfaces in
your VPCs. Flow logs are collected from AWS CloudWatch or from an S3 bucket.

If enabling Flow logs for all of your VPCs is not feasible, Radware recommends that you enable
Flow logs in key subnets where critical data and workloads are deployed.

-

Note: AWS now allows collecting Flow logs on different levels, from entire VPCs to specific
subnets, or even specific network interfaces. For more information, see the AWS documentation.

= CloudTrail S3 object-level logs capture data events for objects in an S3 bucket. CloudTrail S3
logs are collected as part of regular CloudTrail logs.

If enabling CloudTrail S3 object-level logs for all of your S3 buckets is not feasible, Radware
recommends that you enable these logs at least for those S3 buckets that store sensitive data.
For more information, see the AWS documentation.

= Linux auditd.log captures network and process activity inside Linux servers. For additional
details on collection of audit.log, refer to the Cloud Workflow Protection Linux Log Collection
Guide.

Account Configuration and Metadata Collected by CWP

Metadata collected by the Radware Cloud Workload Protection service includes the following. For a
complete list of collected metadata, see Required AWS Permissions, page 5.

e EC2
— instances

— network interfaces
— VPCs
— subnets
— security groups
— and more
= Lambda Functions
- 1AM
— users
— user groups
— roles
— policies
= databases
— RDS DB instances
— Redshift clusters
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Required AWS Permissions

This section lists the AWS permissions required for Radware Cloud Workload Protection to collect
logs and metadata from customer cloud environment. All required permissions are read-only.

Policy 1—Accessing Configuration, Metadata and Flow Logs

This policy allows access to configuration and metadata through various AWS describe and list
functions, and also allows access to Flow Logs in stored CloudWatch.

RadwareCWP_Describe Access:
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "DescribeResources",

"Effect": "Allow",

"Action": [
"ec2:DescribeInstances",
"ec2:DescribeSubnetsg",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSecurityGroups",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeInstanceAttribute",
"ec2:DescribeVpcs™",
"ec2:DescribeRegions",
"ec2:DescribeRouteTables",
"ec2:DescribeFlowLogs",
"ec2:DescribeImages",
"ec2:DescribeImageAttribute",
"ec2:DescribeSnapshots",
"ec2:DescribeSnapshotAttribute",
"rds:DescribeDBInstances",
"rds:DescribeDBClusters",
"rds:DescribeDBSecurityGroups",
"rds:ListTagsForResource",
"jam:ListUsers",
"jam:GetAccountAuthorizationDetails",
"lambda:ListFunctions",
"jam:ListRoles",
"iam:GenerateCredentialReport",
"iam:GetCredentialReport",
"iam:GetAccountPasswordPolicy",
"logs:DescribeLogGroups",
"logs:DescribelLogStreams",
"logs:GetLogEvents",
"logs:FilterLogEvents",
"redshift:DescribeClusters",
"redshift:DescribeClusterSecurityGroups",
"redshift :DescribeClusterSubnetGroups",
"redshift:DescribeTags",
"s3:ListAl1lMyBuckets",
"s3:ListBucket",
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(continued)

"s3:GetBucketAcl™,
"s3:GetBucketPolicy",
"s3:GetEncryptionConfiguration",
"s3:GetBucketLogging",
"s3:GetObject",
"s3:GetBucketLocation",
"guardduty:ListDetectors",
"guardduty:ListFindings",
"guardduty:GetFindings",
"kms:ListKeys",
"kms:ListKeyPolicies",
"kms : GetKeyPolicy",
"cloudtrail:DescribeTrails™"
1,

"Resource": "*"

Policy 2—Accessing CloudTrail and VPC Flow Logs Stored in S3

This policy allows access to CloudTrail and VPC Flow Logs Stored in S3.

In the following example:
e <cloudtrail-buckets> is the name of the S3 bucket in which the CloudTrail logs are collected.

e <cloudtrail-prefixs> is the optional prefix defined for CloudTrail logs in <cloudtrail-
bucket .

= <flowlogs-buckets> is the name of the S3 bucket in which the VPC Flow logs are collected.

e <flowlogs-prefixs> is the optional prefix defined for VPC Flow logs in <flowlogs-buckets.

-

Note: Set the VPC Flow logs location in S3 only when you collect Flow Logs in an S3 bucket.

RadwareCWP_LogsAccess:

{
"Version": "2012-10-17",
"Statement": [
{

"sid": "ListBuckets",

"Effect": "Allow",

"Action": [

"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::<cloudtrail-bucket>",
"arn:aws:s3:::/<cloudtrail-buckets>/*",
"arn:aws:s3:::<flowlogs-bucket>",
"arn:aws:s83:::/<flowlogs-bucket>/*"

1

I
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(continued)
{
"Sid": "ReadLogs",
"Effect": "Allow",
"Action": "s3:Get*",
"Resource": [

"arn:aws:s83:::<cloudtrail-bucket>/[cloudtrail-prefix/]AWSLogs/",
"arn:aws:s83:::<cloudtrail-bucket>/[cloudtrail-prefix/]AWSLogs/*",
"arn:aws:s3:::<flowlogs-bucket>/[flowlogs-prefix/]AWSLogs/",
"arn:aws:s3:::<flowlogs-bucket>/[flowlogs-prefix/]AWSLogs/*"

Radware Onboarding Wizard

Radware CWP uses role assumption to collect logs and metadata from customer AWS accounts. This
requires adding IAM permission policies and creating a cross-account role in your AWS account to
allow access from Radware’s AWS account, as follows:

Qu
T
To connect your AWS account to the Radware Cloud Workload Protection service

1. Log in to the service portal at https://portal.seculert.com with the credentials you received from
Radware.

— If this is the first account you are adding to Radware Cloud Workload Protection, the
Onboarding Wizard opens automatically. Click START SETTING UP!.

“# Cloud Workload Protection s account setup

Welcome to Cloud Workload Protection
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— If you have already connected an account to Radware and want to protect an additional
account, select Settings = Manage Cloud Accounts and launch the Onboarding Wizard by
clicking Add Account.

2. In the Allow Permissions screen, create the required permission policies in your AWS account,
as follows:

a. Click the AWS console link and log in to your AWS console.

| “ Cloud Workload Protection m Lielser =

Which permissions should | provide?

Follow these instructions to grant permissions ne ary for Radware to protect your AWS account

1. Go to AWS conscle of the account you wish to protect .
All permiszions are Roead Only.
2. Create a new 1AM policy

Palicy: RadwareCWP_Access

Can | withheld some permissions?

b. In your AWS console, select 1AM service > Policies > Create policy, and select the JSON
tab.

Services ~  Resource Groups ~

Vizual editor JSON

@ Fosdback ) English (US)
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c. In the Radware Onboarding Wizard, click COPY POLICY TEXT, then paste the text into the
AWS console JSON tab.

“F Cloud Workload Protection

Which permissises should | provide?

2 instructions to grant permissions nece

ary for Radware 10 protect your AWS account

ole of the account you wish to protect

All perminsions ae Read Only

Palicy: RadwareCWP_Aczess

Can | withhold some peemissions?

d. Edit the JSON to refer to the S3 bucket location storing your CloudTrail logs, and if relevant,
your VPC Flow logs location.

e. Continue using the AWS Create policy wizard to create a new IAM policy called
“RadwareCWP_Access”.

f. In the Radware Onboarding Wizard, click CONTINUE.

3. In the Configure Access screen, allow Radware to access logs and metadata in your cloud, as
follows:

“F Cloud Workload Protection

Follow the instructions to let Cloud Workload Protection access your account

1. In your IAM Management Consc

D VZ3456TE9012

2. In the role’s Permissions tab, select the policy you created

RedwareCWP_Accest

3. Complete the rest of steps as required by AWS and then continue to the final step of this set up
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In your AWS console, go to 1AM service > Roles > Create role.

Select type of trusted entity

.—-i AN varvice a Anothur AWS account @ Wb idemicy e SAML 2.0 fedarat ion

W Fesdback @ English (US)

Under Select type of trusted entity, select Another AWS Account.

In the Account ID field, type the account number displayed in the Radware Onboarding
Wizard.

Select Require external ID.

In the External 1D field, specify an ID string for the role.

Do not select Require MFA.

Click Next:Permissions.

In the role’s Permissions tab, select the “RadwareCWP_Access” policy you created earlier.
Continue using the AWS Create role wizard to create a new role.

In the Radware Onboarding Wizard, click CONTINUE.

Connect your AWS account to the Radware Cloud Workload Protection service, as follows:

“F Ccloud Workload Protection

Fill in your account details to complete the setup,

ACCOUNT NAME

My_AWS_Account

AOLE ARt

arnawsiam: 987654321098 role/RadwareCWP_role

Cetemal

QWETY

10
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In the ACCOUNT NAME field, type the name of the AWS account. This name will be used by
Radware when referring to this account. Radware recommends that you use the same name
as in your AWS environment.

b. In the ROLE ARN field, type the ARN of the cross-account role you created in your AWS
account in step 3.

c. In the External ID field, type the External ID you defined for the cross-account role created
in your AWS account in step 3.

d. Click Finish Set-up.

Radware will now complete the onboarding process and start ingesting logs and metadata
from your account. We will let you know by email once your account is ready.
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. radware
Radware Ltd. End User License Agreement

By accepting this End User License Agreement (this “License Agreement”) you agree to be contacted
by Radware Ltd.'s (“Radware”) sales personnel.

If you would like to receive license rights different from the rights granted below or if you wish to
acquire warranty or support services beyond the scope provided herein (if any), please contact
Radware's sales team.

THIS LICENSE AGREEMENT GOVERNS YOUR USE OF ANY SOFTWARE DEVELOPED AND/OR
DISTRIBUTED BY RADWARE AND ANY UPGRADES, MODIFIED VERSIONS, UPDATES, ADDITIONS,
AND COPIES OF THE SOFTWARE FURNISHED TO YOU DURING THE TERM OF THE LICENSE
GRANTED HEREIN (THE “SOFTWARE”). THIS LICENSE AGREEMENT APPLIES REGARDLESS OF
WHETHER THE SOFTWARE IS DELIVERED TO YOU AS AN EMBEDDED COMPONENT OF A RADWARE
PRODUCT (“PRODUCT”), OR WHETHER IT IS DELIVERED AS A STANDALONE SOFTWARE PRODUCT.
FOR THE AVOIDANCE OF DOUBT IT IS HEREBY CLARIFIED THAT THIS LICENSE AGREEMENT
APPLIES TO PLUG-INS, CONNECTORS, EXTENSIONS AND SIMILAR SOFTWARE COMPONENTS
DEVELOPED BY RADWARE THAT CONNECT OR INTEGRATE A RADWARE PRODUCT WITH THE
PRODUCT OF A THIRD PARTY (COLLECTIVELY, “CONNECTORS”) FOR PROVISIONING,
DECOMMISSIONING, MANAGING, CONFIGURING OR MONITORING RADWARE PRODUCTS. THE
APPLICABILITY OF THIS LICENSE AGREEMENT TO CONNECTORS IS REGARDLESS OF WHETHER
SUCH CONNECTORS ARE DISTRIBUTED TO YOU BY RADWARE OR BY A THIRD PARTY PRODUCT
VENDOR. IN CASE A CONNECTOR IS DISTRIBUTED TO YOU BY A THIRD PARTY PRODUCT VENDOR
PURSUANT TO THE TERMS OF AN AGREEMENT BETWEEN YOU AND THE THIRD PARTY PRODUCT
VENDOR, THEN, AS BETWEEN RADWARE AND YOURSELF, TO THE EXTENT THERE IS ANY
DISCREPANCY OR INCONSISTENCY BETWEEN THE TERMS OF THIS LICENSE AGREEMENT AND THE
TERMS OF THE AGREEMENT BETWEEN YOU AND THE THIRD PARTY PRODUCT VENDOR, THE TERMS
OF THIS LICENSE AGREEMENT WILL GOVERN AND PREVAIL. PLEASE READ THE TERMS AND
CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY BEFORE OPENING THE PACKAGE
CONTAINING RADWARE'S PRODUCT, OR BEFORE DOWNLOADING, INSTALLING, COPYING OR
OTHERWISE USING RADWARE'S STANDALONE SOFTWARE (AS APPLICABLE). THE SOFTWARE IS
LICENSED (NOT SOLD). BY OPENING THE PACKAGE CONTAINING RADWARE'S PRODUCT, OR BY
DOWNLOADING, INSTALLING, COPYING OR USING THE SOFTWARE (AS APPLICABLE), YOU
CONFIRM THAT YOU HAVE READ AND UNDERSTAND THIS LICENSE AGREEMENT AND YOU AGREE
TO BE BOUND BY THE TERMS OF THIS LICENSE AGREEMENT. FURTHERMORE, YOU HEREBY WAIVE
ANY CLAIM OR RIGHT THAT YOU MAY HAVE TO ASSERT THAT YOUR ACCEPTANCE AS STATED
HEREINABOVE IS NOT THE EQUIVALENT OF, OR DEEMED AS, A VALID SIGNATURE TO THIS LICENSE
AGREEMENT. IF YOU ARE NOT WILLING TO BE BOUND BY THE TERMS OF THIS LICENSE
AGREEMENT, YOU SHOULD PROMPTLY RETURN THE UNOPENED PRODUCT PACKAGE OR YOU
SHOULD NOT DOWNLOAD, INSTALL, COPY OR OTHERWISE USE THE SOFTWARE (AS APPLICABLE).
THIS LICENSE AGREEMENT REPRESENTS THE ENTIRE AGREEMENT CONCERNING THE SOFTWARE
BETWEEN YOU AND RADWARE, AND SUPERSEDES ANY AND ALL PRIOR PROPOSALS,
REPRESENTATIONS, OR UNDERSTANDINGS BETWEEN THE PARTIES. “YOU” MEANS THE NATURAL
PERSON OR THE ENTITY THAT IS AGREEING TO BE BOUND BY THIS LICENSE AGREEMENT, THEIR
EMPLOYEES AND THIRD PARTY CONTRACTORS. YOU SHALL BE LIABLE FOR ANY FAILURE BY SUCH
EMPLOYEES AND THIRD PARTY CONTRACTORS TO COMPLY WITH THE TERMS OF THIS LICENSE
AGREEMENT.

1. License Grant. Subject to the terms of this Agreement, Radware hereby grants to you, and you
accept, a limited, nonexclusive, nontransferable license to install and use the Software in
machine-readable, object code form only and solely for your internal business purposes
(“Commercial License”). If the Software is distributed to you with a software development kit
(the “SDK”), then, solely with regard to the SDK, the Commercial License above also includes a
limited, nonexclusive, nontransferable license to install and use the SDK solely on computers
within your organization, and solely for your internal development of an integration or
interoperation of the Software and/or other Radware Products with software or hardware
products owned, licensed and/or controlled by you (the “SDK Purpose”). To the extent an SDK is
distributed to you together with code samples in source code format (the “Code Samples™) that
are meant to illustrate and teach you how to configure, monitor and/or control the Software
and/or any other Radware Products, the Commercial License above further includes a limited,
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nonexclusive, nontransferable license to copy and modify the Code Samples and create
derivative works based thereon solely for the SDK Purpose and solely on computers within your
organization. The SDK shall be considered part of the term “Software” for all purposes of this
License Agreement. You agree that you will not sell, assign, license, sublicense, transfer, pledge,
lease, rent or share your rights under this License Agreement nor will you distribute copies of
the Software or any parts thereof. Rights not specifically granted herein, are specifically
prohibited.

Evaluation Use. Notwithstanding anything to the contrary in this License Agreement, if the
Software is provided to you for evaluation purposes, as indicated in your purchase order or sales
receipt, on the website from which you download the Software, as inferred from any time-
limited evaluation license keys that you are provided with to activate the Software, or otherwise,
then You may use the Software only for internal evaluation purposes (“Evaluation Use”) for a
maximum of 30 days or such other duration as may specified by Radware in writing at its sole
discretion (the “Evaluation Period”). The evaluation copy of the Software contains a feature that
will automatically disable it after expiration of the Evaluation Period. You agree not to disable,
destroy, or remove this feature of the Software, and any attempt to do so will be a material
breach of this License Agreement. During or at the end of the evaluation period, you may
contact Radware sales team to purchase a Commercial License to continue using the Software
pursuant to the terms of this License Agreement. If you elect not to purchase a Commercial
License, you agree to stop using the Software and to delete the evaluation copy received
hereunder from all computers under your possession or control at the end of the Evaluation
Period. In any event, your continued use of the Software beyond the Evaluation Period (if
possible) shall be deemed your acceptance of a Commercial License to the Software pursuant to
the terms of this License Agreement, and you agree to pay Radware any amounts due for any
applicable license fees at Radware's then-current list prices.

Lab/Development License. Notwithstanding anything to the contrary in this License
Agreement, if the Software is provided to you for use in your lab or for development

purposes, as indicated in your purchase order, sales receipt, the part number description for the
Software, the Web page from which you download the Software, or otherwise, then You may use
the Software only in your lab and only in connection with Radware Products that you purchased
or will purchase (in case of a lab license) or for internal testing and development purposes (in
case of a development license) but not for any production use purposes.

Subscription Software. If you licensed the Software on a subscription basis, your rights to use
the Software are limited to the subscription period. You have the option to extend your
subscription. If you extend your subscription, you may continue using the Software until the end
of your extended subscription period. If you do not extend your subscription, after the expiration
of your subscription, you are legally obligated to discontinue your use of the Software and
completely remove the Software from your system.

Feedback. Any feedback concerning the Software including, without limitation, identifying
potential errors and improvements, recommended changes or suggestions (“Feedback”),
provided by you to Radware will be owned exclusively by Radware and considered Radware's
confidential information. By providing Feedback to Radware, you hereby assign to Radware all of
your right, title and interest in any such Feedback, including all intellectual property rights
therein. With regard to any rights in such Feedback that cannot, under applicable law, be
assigned to Radware, you hereby irrevocably waives such rights in favor of Radware and grants
Radware under such rights in the Feedback, a worldwide, perpetual royalty-free, irrevocable,
sub-licensable and non-exclusive license, to use, reproduce, disclose, sublicense, modify, make,
have made, distribute, sell, offer for sale, display, perform, create derivative works of and
otherwise exploit the Feedback without restriction. The provisions of this Section 5 will survive
the termination or expiration of this Agreement.

Limitations on Use. You agree that you will not: (a) copy, modify, translate, adapt or create
any derivative works based on the Software; or (b) sublicense or transfer the Software, or
include the Software or any portion thereof in any product; or (b) reverse assemble,
disassemble, decompile, reverse engineer or otherwise attempt to derive source code (or the
underlying ideas, algorithms, structure or organization) from the Software, in whole or in part,
except and only to the extent: (i) applicable law expressly permits any such action despite this
limitation, in which case you agree to provide Radware at least ninety (90) days advance written
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notice of your belief that such action is warranted and permitted and to provide Radware with an
opportunity to evaluate if the law's requirements necessitate such action, or (ii) required to
debug changes to any third party LGPL-libraries linked to by the Software; or (c) create,
develop, license, install, use, or deploy any software or services to circumvent, enable, modify
or provide access, permissions or rights which violate the technical restrictions of the Software;
(d) in the event the Software is provided as an embedded or bundled component of another
Radware Product, you shall not use the Software other than as part of the combined Product and
for the purposes for which the combined Product is intended; (e) remove any copyright notices,
identification or any other proprietary notices from the Software (including any notices of Third
Party Software (as defined below); or (f) copy the Software onto any public or distributed
network or use the Software to operate in or as a time-sharing, outsourcing, service bureau,
application service provider, or managed service provider environment. Notwithstanding the
foregoing, if you provide hosting or cloud computing services to your customers, you are
entitled to use and include the Software in your IT infrastructure on which you provide your
services. It is hereby clarified that the prohibitions on modifying, or creating derivative works
based on, any Software provided by Radware, apply whether the Software is provided in a
machine or in a human readable form. Human readable Software to which this prohibition
applies includes (without limitation) “Radware AppShape++ Script Files” that contain “Special
License Terms”. It is acknowledged that examples provided in a human readable form may be
modified by a user.

7. Intellectual Property Rights. You acknowledge and agree that this License Agreement does
not convey to you any interest in the Software except for the limited right to use the Software,
and that all right, title, and interest in and to the Software, including any and all associated
intellectual property rights, are and shall remain with Radware or its third party licensors. You
further acknowledge and agree that the Software is a proprietary product of Radware and/or its
licensors and is protected under applicable copyright law.

8. No Warranty. The Software, and any and all accompanying software, files, libraries, data and
materials, are distributed and provided “AS IS” by Radware or by its third party licensors (as
applicable) and with no warranty of any kind, whether express or implied, including, without
limitation, any non-infringement warranty or warranty of merchantability or fitness for a
particular purpose. Neither Radware nor any of its affiliates or licensors warrants, guarantees, or
makes any representation regarding the title in the Software, the use of, or the results of the
use of the Software. Neither Radware nor any of its affiliates or licensors warrants that the
operation of the Software will be uninterrupted or error-free, or that the use of any passwords,
license keys and/or encryption features will be effective in preventing the unintentional
disclosure of information contained in any file. You acknowledge that good data processing
procedure dictates that any program, including the Software, must be thoroughly tested with
non-critical data before there is any reliance on it, and you hereby assume the entire risk of all
use of the copies of the Software covered by this License. Radware does not make any
representation or warranty, nor does Radware assume any responsibility or liability or provide
any license or technical maintenance and support for any operating systems, databases,
migration tools or any other software component provided by a third party supplier and with
which the Software is meant to interoperate.

This disclaimer of warranty constitutes an essential and material part of this License.

In the event that, notwithstanding the disclaimer of warranty above, Radware is held liable
under any warranty provision, Radware shall be released from all such obligations in the event
that the Software shall have been subject to misuse, neglect, accident or improper installation,
or if repairs or modifications were made by persons other than by Radware's authorized service
personnel.

9. Limitation of Liability. Except to the extent expressly prohibited by applicable statutes, in no
event shall Radware, or its principals, shareholders, officers, employees, affiliates, licensors,
contractors, subsidiaries, or parent organizations (together, the “Radware Parties”), be liable for
any direct, indirect, incidental, consequential, special, or punitive damages whatsoever relating
to the use of, or the inability to use, the Software, or to your relationship with, Radware or any
of the Radware Parties (including, without limitation, loss or disclosure of data or information,
and/or loss of profit, revenue, business opportunity or business advantage, and/or business
interruption), whether based upon a claim or action of contract, warranty, negligence, strict
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10.

11.

12.

13.

14.

15.

liability, contribution, indemnity, or any other legal theory or cause of action, even if advised of
the possibility of such damages. If any Radware Party is found to be liable to You or to any third-
party under any applicable law despite the explicit disclaimers and limitations under these
terms, then any liability of such Radware Party, will be limited exclusively to refund of any
license or registration or subscription fees paid by you to Radware.

Third Party Software. The Software includes software portions developed and owned by third
parties (the “Third Party Software”). Third Party Software shall be deemed part of the Software
for all intents and purposes of this License Agreement; provided, however, that in the event that
a Third Party Software is a software for which the source code is made available under an open
source software license agreement, then, to the extent there is any discrepancy or inconsistency
between the terms of this License Agreement and the terms of any such open source license
agreement (including, for example, license rights in the open source license agreement that are
broader than the license rights set forth in Section 1 above and/or no limitation in the open
source license agreement on the actions set forth in Section 6 above), the terms of any such
open source license agreement will govern and prevail. The terms of open source license
agreements and copyright notices under which Third Party Software is being licensed to
Radware or a link thereto, are included with the Software documentation or in the header or
readme files of the Software. Third Party licensors and suppliers retain all right, title and interest
in and to the Third Party Software and all copies thereof, including all copyright and other
intellectual property associated therewith. In addition to the use limitations applicable to Third
Party Software pursuant to Section 6 above, you agree and undertake not to use the Third Party
Software as a general SQL server, as a stand-alone application or with applications other than
the Software under this License Agreement.

Term and Termination. This License Agreement is effective upon the first to occur of your
opening the package of the Product, purchasing, downloading, installing, copying or using the
Software or any portion thereof, and shall continue until terminated. However, sections 5-15
shall survive any termination of this License Agreement. The Licenses granted under this License
Agreement are not transferable and will terminate upon: (i) termination of this License
Agreement, or (ii) transfer of the Software, or (iii) in the event the Software is provided as an
embedded or bundled component of another Radware Product, when the Software is unbundled
from such Product or otherwise used other than as part of such Product. If the Software is
licensed on subscription basis, this Agreement will automatically terminate upon the termination
of your subscription period if it is not extended.

Export. The Software or any part thereof may be subject to export or import controls under
applicable export/import control laws and regulations including such laws and regulations of the
United States and/or Israel. You agree to comply with such laws and regulations, and, agree not
to knowingly export, re-export, import or re-import, or transfer products without first obtaining
all required Government authorizations or licenses therefor. Furthermore, You hereby covenant
and agree to ensure that your use of the Software is in compliance with all other foreign,
federal, state, and local laws and regulations, including without limitation all laws and
regulations relating to privacy rights, and data protection. You shall have in place a privacy
policy and obtain all of the permissions, authorizations and consents required by applicable law
for use of cookies and processing of users' data (including without limitation pursuant to
Directives 95/46/EC, 2002/58/EC and 2009/136/EC of the EU if applicable) for the purpose of
provision of any services.

US Government. To the extent you are the U.S. government or any agency or instrumentality
thereof, you acknowledge and agree that the Software is a “commercial computer software” and
“commercial computer software documentation” pursuant to applicable regulations and your use
of the Software is subject to the terms of this License Agreement.

Federal Acquisition Regulation (FAR)/Data Rights Notice. Radware's commercial
computer software is created solely at private expense and is subject to Radware's commercial
license rights.

Governing Law. This License Agreement shall be construed and governed in accordance with
the laws of the State of Israel.
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16. Miscellaneous. If a judicial determination is made that any of the provisions contained in this
License Agreement is unreasonable, illegal or otherwise unenforceable, such provision or
provisions shall be rendered void or invalid only to the extent that such judicial determination
finds such provisions to be unreasonable, illegal or otherwise unenforceable, and the remainder
of this License Agreement shall remain operative and in full force and effect. In any event a
party breaches or threatens to commit a breach of this License Agreement, the other party will,
in addition to any other remedies available to, be entitled to injunction relief. This License
Agreement constitutes the entire agreement between the parties hereto and supersedes all prior
agreements between the parties hereto with respect to the subject matter hereof. The failure of
any party hereto to require the performance of any provisions of this License Agreement shall in
no manner affect the right to enforce the same. No waiver by any party hereto of any provisions
or of any breach of any provisions of this License Agreement shall be deemed or construed
either as a further or continuing waiver of any such provisions or breach waiver or as a waiver of
any other provision or breach of any other provision of this License Agreement.

IF YOU DO NOT AGREE WITH THE TERMS OF THIS LICENSE YOU MUST REMOVE THE
SOFTWARE FROM ANY DEVICE OWNED BY YOU AND IMMEDIATELY CEASE USING THE
SOFTWARE.

COPYRIGHT © 2019, Radware Ltd. All Rights Reserved.
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