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2 i2Share Z$2#

2.1 ZEEINIE

2.1.1 HWHAER

RHEL7/8
CentOS Linux release 7.6/8.1,

2.1.2 FEEESR

R & -
® 2GHz CPU

® 4G N1

®  40G HEAL T R4 1A]

® i HICKA

o HAMRE P (PRI TP sAMFEE TP B 1))

®  i2share lR55 A5 A

B CentOS7 ¥14%: info2soft-i2share-server-4.x.x-xxxxx.el7.x86_64.rpm
B CentOS8 14%: info2soft-i2share-server-4.x.x-xxxxx.el8.x86_64.rpm

WAL © LiBZ s iR IRIDBIRAE] 2



2.2 7% 00 B AR 55 A B

2.2.1 HIWERE

RHEL7/CentOS7.6:
#yum install mariadb mariadb-server -y
RHEL8/CentOS8.1:

#yum install mysql-server -y

2.2.2 BUBEERE

RHEL7/CentOS7.6:
i’ Jetc/my.cnf SCHFAE [mysqld] TR @80
max_allowed packet=20M
RHELS8/CentOS8.1:
Y /etc/my.cnf.d/mysql-server.cnf 3, TE[mysqld] T 00:
max_allowed packet=20M

2.2.3 BEhEEE

RHEL7/CentOS7.6:
#systemctl start mariadb

RHELS8/CentOS8.1:
#systemctl start mysqld

224 HEIFVLEBNEZE)

RHEL7/CentOS7.6:
#systemctl enable mariadb

RHEL8/CentOS8.1:
#systemctl enable mysqld

2.2.5 WEHIEE root H FEY
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#mysql_secure_installation

Y RS EEER 6-15 A S H T AT B 74T

B mawe 598
Enter current password for root (enter -
for none) HI root =33
2 Set root password? [Y/n] E18E root =53
3 New password B GRERS
4 Re-enter new password BEFE
5 Remove anonymous users? [Y/n] ESHiEE=REN
=omEn r—gm
6  Disallow root login remotely? [Y/n] REZIL oot iz
Z2H
7 Remove test database and access to EEHE test 2iE
it? [¥/n] B
e
8 Reload privilege tables now? [Y/n] %EE%B[@E&EE

2.3 Z I AL E i2Share

2.3.1 ‘Z%5 i2Share

#yum install info2soft-i2share-server-4.7.4-200430.e17.x86_64.rpm
#pip3 uninstall Django

#pip3 uninstall djangorestframework
#pip3 install Django==1.11.15

#pip3 install djangorestframework==3.11.1

232 FABORE

#mysql -uroot -p

233 WAHEE

AT B i e A «

source /data/i2share/scripts/i2share-db-init.sql

WA © EBZes B4R IDBIR AT
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234 KEHELSHEA

use i2share

show tables;

MariaDB [12share]> show tables:

Admin
AdminPermission
Binding
Branch
Department
DeptUser
GarbageRepos
Group
GroupUser
InnerPubRepo
OrgQuota
OrgUser

registration_registrationprofile
share_anonymousshare
share documentsharecontrol
hare_fileshare
are orgfileshare
are privatefiledirshare
are_sharecontrol
share_uploadlinkshare
wikl groupwiki
wiki personalwiki

94 rows in set (8.81 sec)

MariaDB [i2share]l> [

2.3.5 FCE i2Share

# cd /data/i2share/

# 12share-admin setup

BLBE DRI N : IRGSZHR (AIE) , ARSSum IP CA3E) , cenet %fi I, i2share date /75 H 3%,
i2share-server ¥ij I 1, i2share-fileserver, (#& /% host Hhuhik, % e 1, B ES, BdEER 4,
s (RIHE, TEPIREN 123456 fO]T, 1EHEE LRI ERZM) o B 70w, 3K
iP5 25 0 L (] A g BRIA B

WA © EBZes B4R IDBIR AT 3
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ript will guid u to config and setup j
sure you have rea 5 5 r manual at

http:/ .12cloud.cn:8080/help/

[ENTER] to continue

check python modul
checking sqlite3
checking pythen imaging library(PIL)
che g 5

checking djbl

- 15 letters or digits)

(For example: www.mycompany.com, 1

a volume with enough free spacel)

(3 - 15 letters or digi
{3 - 15 letters or digits)

letters or digi

2.3.6 Android —Z4EEE

AT Android —4ERGA AT S, ARV 2 HTRRCA B RRAS 5 MR S5 ds sl O B PR R B2
PR AN 4.7.4.200430, 5545 Vi [7l bk https:/share.i2yun.com)
#sh /data/i2share/scripts/gen_andriod_client pkg qrcode.sh

[root@localhost scripts]# ./gen_andriod client pkg
Input android client version: 4.7.4.2
Input i2share service url: https://i2share.info2soft.com

This is your configuration

android apk version:
service url:: h are.info2soft.com
android apk download url: -3 are.info2soft.com/media/client/info2soft-i2share-Android-client-4.7.4.

anything else to exit.

DONE.
[root@localhost scripts]# I

WA © EBZes B4R IDBIR AT 6
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2.3.7 BHKIEECE
WRSS#% 880 7 Bk, 7 PR i2Share x5 #3A8 FHM3m 11, BLFE 8000 i 11, 8082 ¥ 11,

2.3.8 83 i2Share

#i2share-admin start
JA BN JE LT i2share #HOCHERE & 15 /5 8
#ps -ef | grep i2share

BEMRGSHE ARSI A 3]

# systemctl enable i2share.service

2.3.9 I6F i2Share

1. fHRE B GK o8 S IR 55 25 AL http://server ip or domain:8000.

2. BN license SRENVFT] . (IEEX R T BAFA PR A T 3REL license, WIAHAE share.i2yun.com
TR, WASTE 2L license)

GlEEEAH P, TP AR .

R TR

A58 FH 30 FH P K P 36 SR R 45 A X

WRTCIEVTR, BRI AR KSR E . "5 EH iptables -X BY iptables -F [k iptables H
SE SR B BRI JE R

A

WA © EBZes B4R IDBIR AT 7
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3 Nginx ZEIE

3.1% %% nginx
3.1.1 %N EPEL €

AT LU R 44

#sudo yum install epel-release
3.1.2 %3 nginx
#sudo yum install nginx

3.1.3 Jd3h nginx

#sudo systemctl start nginx

3.1.4 KT nginx RS

o 1 il 55 i i 95 Sim AR
#ps -ef | grep nginx

3.1.5 {5 nginx BB E

Yn’H /etc/nginx/nginx.conf 3L, 4 server I FTH W AERE, RBIWTF:

WA © EBZes B4R IDBIR AT 8
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3.2 E http [{HE

3.2.1 i2Share 55230 nginx ACE 4

B1)%# /etc/nginx/conf.d/i2share.conf S, REIU0TF -
server {

listen 80;

server_name domain_or_ip;

server_tokens off;

proxy_set_header X-Forwarded-For $remote addr;

set $lang Shttp accept language;

if ($http_accept_language ~* ~zh-Hant){

set $lang "zh-Hant";

H

location / {
proxy_pass http://127.0.0.1:8000;
proxy set header  Host $http host;
proxy set header  X-Real-IP $remote addr;
proxy set header  X-Forwarded-For $proxy add x forwarded for;
proxy set header  X-Forwarded-Host $server name;
proxy set header  X-Forwarded-Proto $scheme;
proxy set _header  Accept-Language $lang;
proxy read timeout 1200s;
client_ max_body_size 0;
access_log /var/log/nginx/i2share.access.log;
error_log /var/log/nginx/i2share.error.log;

H

location /filehttp {
rewrite */filehttp(.*)$ $1 break;
proxy_pass http://127.0.0.1:8082;
client_ max_body_size 0;
proxy connect timeout 36000s;
proxy read timeout 36000s;

}

location /media {

WA © EBZes B4R IDBIR AT
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root /data/i2share/i2share-server/seahub;

}

location /frontend {

root /data/i2share/i2share-server/seahub;

¥
&2 domain_or ip ASEPRIIARSS #5384 8 IP. U1 share.i2yun.com, 192.168.0.203 %54,

HHINE nginx At &

#nginx -s reload

3.2.2 1Bk i2Share it B

1. 1224 /data/i2share/seahub_settings.py. fEARATHIMUL FECE, HH domain or ip MRS

WA TP,
FILE SERVER ROOT = 'http://domain_or_ip/filehttp'
2. &4 /data/i2share/ccnet/cenet.conf (HIBR 8000 ¥ 1) o
SERVICE URL = http://domain_or_ip
3. H ) i2share
#i2share-admin stop && sleep 3 && i2share-admin start

323 P AKIEECE

WMARGAH T B k8%, T8 i2Share JR S5 FITAE H 1 80 i 1

3.3ECE https fLHE

BCE https fRHEEER k2548 A DNS 342 . DL MRS #4384 4 share.i2yun.com, 15HR %

FUSE IR 55 s A4 3EAT AR L AZ 2L

3.3.1 i2Share k55210 nginx Ao B 3

B1)%# /etc/nginx/conf.d/i2share.conf L4, REIU0TF -
server {

listen 80;

server_name domain;

#om K http 255 [7) 31 https
KRR © LB AR BIRAT]
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rewrite " https://$http_host$request_uri? permanent;
h
server {

listen 443 ssl;

server_name domain_ip;

server_tokens off;
HIEF SR AR
ssl_certificate /etc/nginx/domain/fullchain.crt;
#ALEH SR B4R
ssl_certificate key /etc/nginx/domain/privkey.key;
proxy_set_header X-Forwarded-For $remote addr;
set $lang $http accept language;
if ($http_accept_language ~* zh- Hant){
set $lang " zh- Hant ";
H
location /.well-known/acme-challenge/ {
alias /usr/share/nginx/html/;

try_files Suri =404;

H

location / {
proxy_pass http://127.0.0.1:8000;
proxy set _header  Host $http host;
proxy set header = X-Real-IP $remote addr;
proxy_set header = X-Forwarded-For $proxy add x forwarded_for;
proxy set header = X-Forwarded-Host $server name;
proxy set _header  Accept-Language $lang;
proxy set header = X-Forwarded-Proto $scheme;
proxy read timeout 1200s;
client_ max_body_size 0;
access_log /var/log/nginx/i2share.access.log;
error_log /var/log/nginx/i2share.error.log;

H

location /filehttp {
rewrite */filehttp(.*)$ $1 break;
proxy_pass http://127.0.0.1:8082;

client_ max_body_size 0;

WA © EBZes B4R IDBIR AT
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proxy_connect_timeout 36000s;
proxy read_timeout 36000s;
}
location /media {
root /data/i2share/i2share-server/seahub;
}
location /frontend {

root /data/i2share/i2share-server/seahub;

MBI, BEO:

server_name share.i2yun.com

B E sslilE+, BEON:

ssl_certificate /etc/nginx/share.i2yun.com/fullchain.crt;
ssl_certificate key /etc/nginx/share.i2yun.com/privkey.key;
HHINE nginx At &

#nginx -s reload

3.3.2 1&g i2Share it B

1. 1&4/data/i2share/seahub_settings.py, 7EARITIEGIILL FACE :
FILE SERVER ROOT = 'https://share.i2yun.com/filehttp'

2. f&/data/i2share/cenet/cenet.conf (& 8000 ¥ 11, 124 hitp 24 https)
SERVICE_URL = https://share.i2yun.com

3. H ) i2share
#12share-admin stop && sleep 3 && i2share-admin start

3.3.3 B KEEECE

WMARGA M 7B KES, T i2Share JR 55 FrAE ) 11, €045 443, 80 il

WA © EBZes B4R IDBIR AT
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i2Share 1F 2k 4w 55 2 58 X £F only office Fl onlyoffice PiANACE o 15 HR 4 LR il e £ H A — A
HATHCE

R TR onlyoffice ATFIE#E X AR, BEANEL iR IS5 K IE K EAU N 5 (RlRZ
XHF S AP FEIRHE AL m DI o SERREE RS, R WMFECRREZ A AEA, EW
3K onlyoffice F VAR license. Office online AR 5% [FIAF 75 B0 3K 1IE X RA AL

4.2 Office online &
4.3.1 FE AR TIE
A UE 45 -
a) Windows Server 2016 lR55 &P G: — G1F N AD HdE S5 &, — G 1 office online ARk 55
o

b) Office Server 2016 MR 55 Z5/S AT RET-4F, HlF /24 — B W HIIRS 2% .

c) IEZI{EIEAT Office Online Server [k 5% #% b %2 24T ] FoAt ik 55 25 B FH AR P o A0
Exchange Server. SharePoint Server. Skype for Business Server Al SQL Server. W% k%
AR, AT A S g 55 25 1 b — & BB AL 384T Office Online Server.

d) AZELENGE 80, 443 = 809 b2k Web kd5ds (IIS) AT RS Bifh o,
[KI74 Office Online Server 2 7€ WM FRiX L3 1 E ) Web BHFEFY

e) MNEZIARMMAN Office. WIR D& %%, #E%4% Office Online Server Z Fif 40K H
I

A4

T AE TR BORE R R DL S0 I b A% =2 office online IR 5 AR R, T #iBEEE
https://share.i2yun.com/d/9073adad04/ (AT SO fE IR 70l R 80 o

a) Office Online 2017 (N #HhE)

b) .NET Framework 4.5.2 (_F#E3tdb)

c) Visual C++ Redistributable Packages for Visual Studio 2013 (S #thil)

d) Visual C++ Redistributable for Visual Studio 2015 (N #Hht)

e) Microsoft.IdentityModel.Extention.dll ( [ #ktihil)

4.3.2 LB AD HRIBRE 5%

fE TR TS GRE WO R RI RS B
KT © LSRR BIRAT) 14
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https://www.microsoft.com/zh-CN/download/details.aspx?id=42643
https://www.microsoft.com/zh-CN/download/details.aspx?id=40784
https://www.microsoft.com/zh-CN/download/details.aspx?id=48145
https://go.microsoft.com/fwlink/p/?LinkId=620072
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= 82, Wi I LA R,
EES=Eme
Th&e Active Directory #HERS
nEERSEEETR
REEETR
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Windows PowerShell B Active Directory it
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Active Directory &)
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EREEE
SHESES
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[ =mo || A

WRERTR, fEEBRS#EE, I “Active Directory 3R HCE 37 #H%E .

L EsEsEs

[ RVER T
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4.3.4 ‘3L office online

1. PV 2230 CR#EBE#%: https:/share.i2yun.com/d/9073adad04/)
a) Office Online 2017 (R #hhE)
b) .NET Framework 4.5.2 (_F#dtihib)
¢) Visual C++ Redistributable Packages for Visual Studio 2013 (N #ithik)
d) Visual C++ Redistributable for Visual Studio 2015 (_F#Huht)
e) Microsoft.IdentityModel.Extention.dll ( F#kiht)

2. VEH R YT “Windows PowerShell” , 7E PowerShell HH4TPL Fin4:
>Add-WindowsFeature
Web-Server, Web-Mgmt-Tools, Web-Mgmt-Console, Web-WebServer, Web-Common-Http, Web-Default-D
oc,Web-Static-Content, Web-Performance, Web-Stat-Compression, Web-Dyn-Compression, Web-Security,
Web-Filtering, Web-Windows-Auth, Web-App-Dev,Web-Net-Ext45, Web-Asp-Net45, Web-ISAPI-Ext,We
b-ISAPI-Filter, Web-Includes, NET-Framework-Features, NET-Framework-45-Features, NET-Framework-
Core, NET-Framework-45-Core, NET-HTTP-Activation, NET-Non-HTTP-Activ,NET-WCF-HTTP-Activa
tion45,Windows-Identity-Foundation,Server-Media-Foundation
PS: IR Microsoft PowerShell #1247 W T2 18] New-OfficeWebAppsFarm cmdlet, #&1]
e F A OfficeWebApps b, 15 H A4 : > Import-Module -Name OfficeWebApps. %1%
PAT AL, TESEHEE office online IR 5545 .

KA © LSBT AR EIRAS) 2


ed2k://|file|cn_office_online_server_last_updated_november_2017_x64_dvd_100181918.iso|770267136|0660AFCFE1AC9A62E749194874643E98|/
https://www.microsoft.com/zh-CN/download/details.aspx?id=42643
https://www.microsoft.com/zh-CN/download/details.aspx?id=40784
https://www.microsoft.com/zh-CN/download/details.aspx?id=48145
https://go.microsoft.com/fwlink/p/?LinkId=620072

|r2 information "

Double Information Double Value

B/FIC

i2yun.com

Windows PowerShell

Windows M

Windows SHTH
T

Windows

Windo

Tdentity—Found

tart Needed Exit Code

3. R HE LU HRA AT
a) .NET Framework 4.5.2

Windows Server

e | ¥ | =

Wincmwes

Yo WS REAUSEE

LISBRSHET
LIEEREmT 5k

Windows PowerShell ISE

verMedi

Faature Rezult

b) Visual C++ Redistributable Packages for Visual Studio 2013
¢) Visual C++ Redistributable for Visual Studio 2015
d) Microsoft.IdentityModel.Extention.dll
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4. ‘%% office online, X7 Office Online 2017 12355345, 7E4THF H Fh X HIE1T setup, 4%
5] S 52 i office online M) %2 %

- « o 1) > tAEE > DVD B (D) 16.0.8471,8525 v U EEDVD EEE (D) 16
=i e e it
# REEE
Catalog MATHANAD 1481 Tridss
W =m : Flae I} Microsoft Office Online Server »
§ = +
o Office.zh-cn @
el 3 J Updat 3 5 5 2
—_— ’ e i Microsoft #AHFaRESRR
- . WacServer WW
= s WacServerMUl.zh-
- @) autorun EESR , SOAESHNUOSE. NETEES Micosoft RIHETEN , 553
Lcsa (& asenspdll HEOLET
= ?:;d N:,T BRI SR ~
bl MICROSOFT OFFICE Ze55iR 358
1 setup

| EMAF TR RS ( EFRTEEENREERASE) ) 582 EARA
. ERERETNE. REETEET AR | OEERAREnEIE
AE (NMRE ) . EEEThiERET YRR EE

* EE

* 3 FiEsE
\* BT Internet BIIREH]

* SRS

(BEEEmaMTERMED ) . RRSMTERGS , ETie
B

EHiEE | BsTEET sy, nEETESHEST | ETEER
=i,
AR | ERERtHtEET S ES SRR ElEE ERET
INTERNET 873855,
IOREETREFEI R, WERELATRARAL

1. #EE, o

[ s ERA)

4.4.5 B & http 5 315 [ Y office online

i2share IR 55 W A% A http 77 V51, 1S ML 95N A AT http 77 X117 office online [
MENCHE

4.4.5.10ffice online B¢ &

PUE PR 53 B3 $TFF “Windows PowerShell” , & PowerShell HHUT LA F a4, FEHA “y” 58
PG A«
> New-OfficeWebAppsFarm -Internal URL "http://office_online server IP " -AllowHittp
-EditingEnabled

Ps: office_online_server IP AEHEHEM office online k55 i 1P,

KRR AT © L sE SRR IR AT 2



L S
2 information " BFAS

Double Information Double Value i2yun.com

EX =5 Windows PowerShell

er B PESMTER 0ffice Online

ramData

PS: W Microsoft PowerShell 7Ef&IZ1TH JoikIHA] New-OfficeWebAppsFarm cmdlet, 1]
R ZE 3 OfficeWebApps . 15 H LAY 4 : > Import-Module -Name OfficeWebApps. W1
PATIERL, ESRH S office online IR 5525 .

4.4.5.2 B3 office online

FI YL 4S, VilA) http: // office_online_server IP /hosting/discovery TU[H . S0 TUH N FU T,
i /N W=

KA © LSBT AR EIRAS) 2
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office_online_server IP &4 1] office online AR 55 % Y IP.

8 o Lo o
T OEMRE s

P

T c @ © % 172.16.08/hosting/disc:
BIxaEsus @ #Eie =R

@
®
F]
ks
i

% XML IF.

~<wopi-discovery>
- <net-zone name="internal-http">
~<app name="Excel’ faviconUrl="http://172.16.0.8/x/ layouts/resources/Favicon Excelco" checklicense="true’>
<action name="view ext="csv" default=" /1172 Laspx? <ui=UI_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE CHAT&> <hid=HOST SESSION_ID&> <IsLicensedUser=BUSINESS USER&>"/>
<action name="view" ext ?

C LLCC&> <dchat-DISABLE . CHAT&> <hid=HOST_SESSION | D& <isLicensedUserBUSINESS,  USER&>"/>
I LLCC8> <rs=DC_LLCC8> <dchat=DISABLE_ CHAT&> <hid=HOST _SESSION_ID&>

ods” requires="update” urlsrc="http://172.16.0.8/x/ layouts/xiviewerinternal aspx?edit=18<ui=
USER&>"/>

dit” ext="xIsb" requires="update" urlsrc="http://172.16.0.8/x/_layouts/xlviewerinternal.aspx?edit=18<ui=Ul_LLCC&><rs=DC_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST SESSION_ID&>
<IsLicensedUser=BUSINESS_USER&>"/>

edit” ext="xlsm" req

“update” urlsrc="http://172.16.0.8/x/_layouts/xlviewerinternal.aspx?edit=18.<ui=Ul_LLCC&><rs=DC_LLCC&><dchat=DISABLE_CHAT8&> <hid=HOST_SESSION_ID&>

dit” ext="xisx" requires="update" urlsrc="http;//172.16.0.8/x/_layouts/xlviewerinternal.aspx?edit=18&<ui=Ul_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&t> <hid=HOST_SESSION_ID&>
BUSINESS_USER&(>"/>

<action name="editnew" ext="xisx" requires="update" urlsrc="http://172.16.0.8/x/_layouts/xlviewerinternal.aspx?edit=18&mnew=1&<ui=UI_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST_SESSION_ID&>
<IsLicensedUser=BUSINESS_USER&>"/>

<action nam
<action nam

DC_LLCC&> <dchat=DISABLE_CHAT&:> <hid=HOST SESSION ID&>"/>

| LLCC82> <rs=DC_LLCC&> <dchat=DISABLE_CHAT8:> <hid=HOST SESSION ID&>"/>
<action name= i " ext="xlsm" http://172.16.0.8/x/ layouts/xlviewerinternal.aspx? <ui=UI_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST_SESSION_ID&>"/>
<action nam i *http//172.16.0.8/x/_layouts/xlviewerinternal.aspx?<ui=UI_LLCC&> <rs=DC_LLCC8> <dchat=DISABLE_CHAT&> <hid=HOST SESSION_ID&>"/>
<action nam ttp://172 16.0.8/x/. Iayouls/xlembed.aspx?<uv=UI LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST_SESSION_ID&>"/>
i C_LLCCB:> <dchat=DISABLE CHATEL <hid=HOST SESSION.ID&"/>

HOST_SESSION_ID&>*/>
= UI_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST SESSION_ID&>"/>
- UI_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE CHAT&:> <hid=HOST_SESSION_ID&>"/>
px?edit=1&startupDialog= UI_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST_SESSION_ID&>"/>
I LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST_SESSION_ID&>"/>

4.4.5.3 FiL & i2share

#vim /data/i2share/seahub_settings.py, TEARITEINLL FACHE :
ENABLE OFFICE ONLINE EDIT = True
OFFICE_ONLINE EDIT _SERVER TYPE ='officeonline'
OFFICE WEB APP BASE URL = 'http://office_online server IP/hosting/discovery'

V7 EE: ff OFFICE_WEB APP BASE URL it & I # 3 5 [¥] office_online server IP A #& #4 & 1
office online AR5 ¥ ) IP.

H J5 i2share
#12share-admin stop &&sleep 3s && i2share-admin start

4.4.5.4 WAL L REBIIRE

& 3% i2share web ¥, BEANTORNESF, A docx XM, TEAHSE R S “TELgRAR”
T NAE LR SRR UUTH, B SOCHE A5 B I m DU AR AT IX AN SO S I dm N 2 7
B PRAF-

4.4.6 EC & https 753\ [0 ) office online

i2share 45 40 R4 H https 77 Vi iA], 16 56 #E 48 1 office online IR 55 2% IP {444, FFifE# I
AEEUEB I, SR LT &N A AT https 77201517 office online [FH & HLE

KA © BB R IR AT 2
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4.4.6.1SSL iFH 223

a) X3k office online k5545, HHUEF A A& 2 office online k554

b) HEHFFE > BT > MMC I izl &

c)

B
B éhn B =BV sEEm0) S0OW)  8EH) = 7
L i Ctrl+N
FTHHO).. Ctrl+0 R
ERFF(S) Ctrl+5
" EELEEEmE, ERERTR —
y EEEE >
T/ EE ST M), Ctrl+M
FE(P)...
1 W = 29

2 CAWindows\system32\dsa
3 CAWindows\system 32\eventowr
4 C\Windows'\system32\taskschd

BEHEO

B ES s s R EE S .

d) {EFHEEERIT R AAES > B0 > HEAK S > T35 > AMIHENL GB 1T RS G 1K
HEHD > TR

KA © LSBT AR EIRAS) 2
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4.4.6.20ffice online At &

PLEH G 50337 I “ Windows PowerShell”
BCHC & -
> New-OfficeWebAppsFarm -InternalUrl "https://domain" -ExternalUrl "https://domain" -CertificateName
"office" -EditingEnabled
Ps: https:/domain NIEFEH N office online 55 ik 4
Office NIETEILIR 4.6.2.1 V% B HINIEFS KU 4 K

PowerShell F T L F a4, FHHA “y” 5

PS: IR Microsoft PowerShell 7E&IZ1TH JoiL IR A] New-OfficeWebAppsFarm cmdlet, 1]
e ELF A OfficeWebApps k. 15 #H T4 : > Import-Module -Name OfficeWebApps. U154
PAT IR, ESRH S office online %525 -

4.4.5.2 BF office online

I YA, Vil https: // domain/hosting/discovery TUIHI. WIS TUH A EM T, AR E T
o

Ps: https://domain & office online R 55 ¥ H35 4 o

offceline.2yun.comhosting/c - |3

= C @ 0 a iceline.i2yun.com/hosti Ty L 4 L IND ®® B S =
Diemas Lss

% XML T

- <wopi-discovery>

~<net-zone name="intemal-https'>

~<app name="Excel" f: i2yun.com/x/ | es/Favicon Excelico" checkLicense="true">

<action name="view" ext="csv" default="true" urlsrc-" iceline.i2yun.com/x/| px?<ui=Ul_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&:> <hid=HOST_SESSION_ID&>
<IsicensedUser=BUSINESS USER&>"/>
<action name="view" ext="0ds" default="true" urlsrc="http iceline.i2yun.com/x/ | ieweri px?<ui=Ul_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST _SESSION_ID&>
<IsLicensedUser=BUSINESS_USER&>"/>
<action name="view" ext="xls" default="true" urlsrc=""http line.i2yun.com, ieweri aspx?<ui=UI_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST SESSION_ID&>
<IsLicensedUser=BUSINESS_USER&>"/>
<action name="view" ext="xsb" default="true" urlsrc= iceline.i2yun.com/x/ | ieweri aspx?<ui=UI_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST_SESSION_ID&>

<IsLicensedUser=BUSINESS_USER&>"/>

<action name="view" ext="xlsm" default="true" urlsrc="https;//officeline.i2yun.com/x/_layouts/xiviewerinternal.aspx? <ui=UI_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST_SESSION_ID&>
<lsLicensedUser=BUSINESS_USER&>"/>

<action name="view" ext="xlsx" default="true" urlsrc="https://officeline.i2yun.com/x/ | ieweri aspx?<ui=Ul_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST_SESSION_ID&>
<IsLicensedUser=BUSINESS_USER&>"/>

<action name="edit" ext="0ds" requires="update" urlsrc="http: line.i2yun.com/x/_| aspx?edit=18<ui=UI_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&t> <hid=HOST_SESSION_ID&>
<IsLicensedUser=BUSINESS_USER&>"/>

<action name="edit" ext="xisb" requires="update" urlsrc="http: i2yun.com/x/ | px?edit=1& <ui=Ul LLCC&> <rs=DC_LLCC&> <dchat=DISABLE CHAT&> <hid=HOST SESSION_ ID&>
<IsLicensedUser=BUSINESS USER&>"/>

<action name="edit" ext="xlsm" requires="update" urlsrc= ine.i2yun.com/x/_| px?edit=18:<ui=Ul LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST SESSION ID&:>
<IsLicensedUser=BUSINESS_USER&>"/>

<action name-="edit" ext="xlsx" requires="update" urlsrc="http ine.i2yun.com/x/ | jieweri edit=1&<ui=Ul_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST _SESSION_ID&>
<IsLicensedUser=BUSINESS_USER&>"/>

<action name="editnew" ext="xlsx" requires="update" urlsrc="http line.i2yun.com/x/ i aspx?edit=18&new=18&<ui=Ul_LLCC&> <rs=DC_LLCC&><dchat=DISABLE_CHAT&> <hid=HOST_SESSION_ID&>

<lsLicensedUser=BUSINESS USER&:>"/>
<action nam i " ext=";

C_LLCC8> <dchat=DISABLE_CHAT&.> <hid=HOST_SESSION_ID&>"/>
C_LLCC&> <dchat=DISABLE_CHAT&:> <hid=HOST_SESSION_ID&>"/>

ttps //o"lcelme i2yun.com/x/_ layouts/xlpreview.aspx? <ui UILLCCR> <

<action nam i iew” 3 "https:// i2yun.com/x/_I I_LLCC&> <rs=DC_LLCC&> <dch:

<action nam ileVi . hnps//ofﬁceune i2yun.com/x/_layouts/xiviewerinternal.aspx? <ui=Ul_ LLCC&> <rs=DC_ LLCC&> <dchal HOST_SESSION_ID&>"/>

<action name=" ine.i2yun.com/x/ | C_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST SESSION_ID&>"/>

<action name=" i2yun.com/x/ | DC_LLCC&> <dchat=DISABLE_CHAT&:> <hid=HOST SESSION_ID&>"/>
<action name=" i2yun.com/x/ | aspx?<ui=UI LLCC&> <rs=DC_LLCC&> <dchat=DISABLE CHAT&> <hid=HOST SESSION_ID&>"/>

<action name="mobileView" ext="xlsx’
<action name="embedview" ext="xisb" urlsr
<action name="embedview" ext="xism" urls
<action name="embedview" ext="xisx" urlsrc="https://offi

<action name="convert" ext="csv" targetext="xlsx" require:
<action name="convert" ext="xls" targetext="xisx" require
<action name="formsubmit" ext="xlsb" urlsrc=

i2yun.com/x/_layouts aspx?<ui=UI_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST SESSION_ID&>"/>
m/x/ | px?<ui=UI_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_ CHAT&> <hid=HOST SESSION_ID&>"/>
un.com/x/ | px? <ui=UI LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST_SESSION_ID&:>"/>
/1 I LLCCBe> <rs=DC_LLCCA> <dchat=DISABLE CHAT&:> <hid=HOST SESSION ID&>"/>
update” urlsre="http i2yun. om/x/ layouts/ExcelCo aspx?<ui=Ul_LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT8> <hid=HOST_SESSION_ID&>"/>
pdate” urlsrc="https://officeline.i px?<ui=Ul_LLCC&> <rs=DC_LLCC8> <dchat=DISABLE_CHAT&> <hid=HOST SESSION_ID&>"/>

un.com/x/ | Iform.aspx? <ui UI LLCC&> <rs=DC_LLCC&> <dchat=DISABLE_CHAT&> <hid=HOST_SESSION_ID&>"/>
<action name="formsubmit" ext="xlsm" urlsrc: i2yun.com/x/ | aspx? <ui=UI_ LLCC&> <rs=DC_LLCC&> <dchat=DISABLE CHAT&> <hid=HOST _SESSION ID&>"/>
<artion nama="farmaihmit® avt="vicy" urlere="] Duiin cam/v/ w2 cuii=t Il T1CCRi~ <re=NC 110CR~ <edchat=NISARIF CHATA » <hid=HOST SFSSION INRi~ "/~ v

4.4.5.3 B & i2share

#vim /data/i2share/seahub_settings.py, TEARITEINLL FHACHE -
ENABLE OFFICE ONLINE EDIT = True

OFFICE ONLINE EDIT SERVER TYPE = 'officeonline’
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OFFICE WEB APP BASE URL = 'https://domain/hosting/discovery'

%= f£ OFFICE_WEB_APP_BASE URL Mt & 5 "M 415 ] domain AXEFEEE ] office online k5%
Ui PRI 42 o

)7 i2share
#i2share-admin stop &&sleep 3s && i2share-admin start

4.4.5.4 MATEL SEThEE

% i2share web 3, HEANBURFE S, 8 Rl doox SO, fEA SR Rl “AELR W R
AN HE NAE LG B T, B SO N R R BRI G UL A BN SO N R I N 2 15
WARAT -

4.30nly office &

f§H onlyoffice £ i2Share 75 £k Zm#E i 5B, 0l K AL IR 5548 77 B E, BCR A docker
775 i2share IR %5 FBE LR — G W55 ds bo HEATHIBN, AIHRYE LR DLk £ H b — M 8 07 =X
AT

4.2.1 ML AR %2R EBE only office

4.2.1.1 457 only office RSS2 HC B TR

CPU: XL E. 2GHz+
RAM: 8GB+
HDD: 400GB+
OS: RHEL7+8{ CentOS7+
142 A0 1E 2E
HoAtn 753K
1. PostgreSQL9.1+
ii.  NGINX:1.3.13+
iii.  Node.js8.12.0
1v. Redis
v.  RabbitMQ

IR

4.2.1.2 FELR B IR FHEE

1) ¥ Node.js Repo:
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#curl -sL https://rpm.nodesource.com/setup_8.x | sudo bash -

2)  ZHACHE NGINX:
#sudo yum install epel-release

#sudo yum install nginx
#vim /etc/nginx/nginx.conf , K server B I NAERE, ~EIWITF:

fetc/nginx/conf.d/*. conf;

3)  @IIFWIEEA PostgreSQL
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4)

5)

6)

#sudo yum install postgresql postgresql-server
#sudo service postgresql initdb
#sudo chkconfig postgresql on

J¥ )5 PostgreSQL 15 [ {F 1L

#vim /var/lib/pgsql/data/pg_hba.conf

#4 host all all 127.0.0.1/32 ident ##24 host all all 127.0.0.1/32 trust
#4 host all all ::1/128 ident # 4t 4 host all all ::1/128 trust

# J5 PostgreSQL AR %5 :
#sudo service postgresql restart

f1)% PostgreSQL ik 2 A1 HH /-

#cd /tmp

#sudo -u postgres psql -c "CREATE DATABASE onlyoffice;"

#sudo -u postgres psql -c "CREATE USER onlyoffice WITH password 'onlyoffice';"
#sudo -u postgres psql -c "GRANT ALL privileges ON DATABASE onlyoffice TO

onlyoffice;"

7)

8)

4% Redis

#sudo yum install redis
#sudo service redis start
#sudo systemctl enable redis

% %% RabbitMQ

#sudo yum install rabbitmg-server
#sudo service rabbitmq-server start
#sudo systemctl enable rabbitmq-server

Ps: 1%t RabbitMQ i /a5, 44T jurnaletl -xe #4155y “ERROR: epmd error for host "onlyoffice": timeout” , 7E/etc/hosts i hn—1THCE 127.0.0.1 onlyoffice

9)

NI document-server repo

#sudo yum install

http://download.onlyoffice.com/repo/centos/main/noarch/onlyoffice-repo.noarch.rpm

10) “%%& document-server

#sudo yum install onlyoffice-documentserver
#sudo service supervisord start
#sudo systemctl enable supervisord

#sudo service nginx start

11) Ft# document-server

sh /usr/bin/documentserver-configure.sh

FH LA N S8 & PostgreSQL, Redis 1 RabbitMQ
PostgreSQL:
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Host: localhost

Database: onlyoffice

User: onlyoffice

Password: onlyoffice
Redis:

Host: localhost
RabbitMQ:

Host: localhost

User: guest

Password: guest

12) B ks &
KB KBTS 80 i I
#sudo firewall-cmd --zone=public --add-service=http --permanent
#sudo firewall-cmd --reload

4.2.1.3 MATEL S E ThEE

TE 2B FESE A, A8 M Y48 U7 7] http:/{OnlyOffice Server's domain or IP}/welcome,
OnlyOffice ‘TAFIEH K, XA Ui H' 4> & 25 Document Server is running.

4.2.2Docker 5 EE only office

KH docker 77 i i2Share, ¥ only office 5 i2Share #iE L[] — & RS54 L, DL FEAED
IR i2share IRSS 2% 34T .

4.2.2.1 2345 docker

BT yum
#sudo yum update

LKA

#sudo yum install -y yum-utils device-mapper-persistent-data lvm2

B E yum i

#sudo yum-config-manager --add-repo https://download.docker.com/linux/centos/docker-ce.repo

2% docker
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#sudo yum install docker-ce

JA 5] docker
#sudo systemctl start docker

wEITHILE 3

#sudo systemctl enable docker

& docker FAS

#docker version

JA 31 onlyoffice 7%

# sudo docker run -i -t -d -p 8083:80 --restart=always onlyoffice/documentserver

4.2.2.3 MAFEL IR 55

FE B R e s, A8 B 5 88 17 17) http://i2share AR 55 2% 1P:8083,

W, IX AN 4 278 Document Server is running.

4.2.3i2share Ix %% Nginx AC &

Yw%E vim /etc/nginx/conf.d/i2share.conf L1,

FENC B S e AL I LA N &

map $http x forwarded proto $the scheme {
default $http_x_forwarded_proto;
" $scheme;

H

map $http x forwarded host $the host {
default $http_x forwarded_host;

" $host;

H

map $Shttp_upgrade $proxy_connection {
default upgrade;
"" close;

WA © EBZes B4R IDBIR AT
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-Hans-CH) {

location / {

http://127.0.0.1:8000;

1E server FiL B INLA T ACE,
R 7 EZMRYE onlyoffice k55 #w 8 AL ik #EHC & U7 Ko
WK ML onlyoffice k548 BLE, NIBCE TN
location /onlyofficeds/ {
# THIS ONE IS IMPORTANT ! - Trailing slash !
#STAE 2 IR 55 o 1P
proxy_pass http://172.16.0.207/;
proxy http version 1.1;
client max body size 100M; # Limit Document size to 100MB
proxy read_timeout 3600s;
proxy connect timeout 3600s;
proxy set_header Upgrade $http upgrade;
proxy_set_header Connection $proxy connection;
# THIS ONE IS IMPORTANT ! - Subfolder and NO trailing slash !
proxy set header X-Forwarded-Host $the host/onlyofficeds;
proxy_set header X-Forwarded-Proto $the scheme;
proxy_set_header X-Forwarded-For $proxy add x forwarded_for;
}
WRAE A docker 77 IUAE i2share IR 5545 L& 1) onlyoffice Jx55#5, AL E Wik

location /onlyofficeds/ {
# THIS ONE IS IMPORTANT ! - Trailing slash !
#8083 iy onlyoffice 75 %8 [ M5 5ify 1
proxy pass http://127.0.0.1:8083/;
proxy http version 1.1;
client max body size 100M; # Limit Document size to 100MB
proxy read_timeout 3600s;
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proxy connect timeout 3600s;

proxy set header Upgrade $http upgrade;

proxy_set_header Connection $proxy connection;

# THIS ONE IS IMPORTANT ! - Subfolder and NO trailing slash !
proxy set header X-Forwarded-Host $the host/onlyofficeds;
proxy_ set header X-Forwarded-Proto $the scheme;
proxy_set_header X-Forwarded-For $proxy add x forwarded for;

h-Hans-CN ) {

7.8.0.1:8000;

X-Forwarded-For

X-Forwarded-Host

X-Forwarded-Pro
pt-Language

ffronmtend {
fdata/12share/12

fonlyofficeds/ A

X-Forwarded-For %
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4.2.4 fic & i2share

#vim /data/i2share/seahub_settings.py, TEARATEINLL FHCE .

7E#&: OFFICE ONLINE EDIT SERVER URL HiH [ IP, 35 i2share 55 2% K SEPx IP.
ENABLE OFFICE _ONLINE EDIT = True

# onlyoffice suppored

OFFICE_ONLINE EDIT SERVER_TYPE = 'onlyoffice'

# URL H1f) IP 2y i2share iR 455 IP

OFFICE_ONLINE EDIT _SERVER URL = 'http://172.16.0.254/onlyofficeds'

)3 i2share
#12share-admin stop &&sleep 3s &&  i2share-admin start

4.2.5 PALmB IR

& 3% i2share web ¥, HEANBCRLEF, A AT doex XM, AR A ST ELdmiE”
YA NAE LR G DU, B SO N 2 G BRSSP DU s A B X AN SO N B dnE N A 2
B ORAT o

5 My

S1HERE

i2Share S RFH EH THIIRE, KT HEDIBRRI TGN 9H1E 2% 12Share FHL A FM. HE D5
BRINSCIA, A 75 K AT sd i A2 e e & SO AT I 5%
%% /data/i2share/seahub_settings.py 31, ERATEIRINLA FECE A% (True JyIT45, False Jyok 1)
RECORD_OPERATE LOG = True
Y’ /data/i2share/i2share-data/i2Share.conf LM, fERATIHMELTRCE NS (1 NHFE, 0 8KHAD

[log]
open_op_log=1

5.2 HRfF AR 5 2R B
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i2Share SCREURAF AR S5 BC &, - Al E M IR 554 1) P 356
%hi%E/data/i2share/seahub_settings.py S/, FEARATER LA T ECE N %, 7/£ EMAIL_HOST_USER

AT EMAIL_HOST_PASSWORD ¢ & J5 77 7 45 5 M Ak 55 W ;- 44 A28 he

EMAIL USE TLS = False

EMAIL HOST =‘smtp.mxhichina.com'

EMAIL HOST USER = ¥k

EMAIL HOST PASSWORD = ##*#x%>

EMAIL PORT = “25'

DEFAULT FROM_EMAIL = EMAIL HOST_USER

SERVER _EMAIL = EMAIL HOST_ USER

5.3/KEIECE

i2Share SCHF/KENTRE, 7K ENELEE A P 3 S i /K BVRA SCAR I 58 TR K B o /K ERERIASCHT, andg
R A s nan B E AT AT T .

%48 /data/i2share/seahub_settings.py S/, ZERITIIILL FECE NS : True AJF4R, False Hy
KM KEDANZELFE company name. ogin name. ip. time. file name %%, AJR#ESLPRTT RIET
Nl W= i
MAIN INTERFACE WATERMARK SWITCH = True

# Content of Watermark of Main Interface
MAIN_INTERFACE WATERMARK CONTENT ='company name;login_name;ip;time;'

# Switch of Watermark of Preview Documents

PREVIEW_DOCUMENT WATERMARK WSITCH = True

# Content of Watermark of Preview Documents

PREVIEW_DOCUMENT WATERMARK CONTENT =

'company_name;login_name;file name;ip;time;'

5.4Nginx giz E45 i B

W NI #SBCE T nginx, AN nginx PN gzip Ao E, DAL & 0L 4808
%48 /etc/nginx/conf.d/i2share.conf SCAF, 7EHCE N 25 AT I LA T B & N 25
gzip on; #J1 7 Gzip
gzip_min_length 1k; #/A R4l FHE, KT 1K A4 R 4d
gzip_comp_level 3; #/ K45, 1-10, ErrBOR R RE BT, BRVHFENR 55 4% BT
gzip _types text/plain  application/javascript  application/x-javascript  text/css  application/xml
text/javascript application/x-httpd-php  image/gif image/png; #3E47 K45 93044, YIZ0 880 jpg
gzip_vary on,
gzip_disable "MSIE [1-6]\.";

KA © LSBT AR EIRAS) 37



r -— —
|2 information " BAS

Double Information Double Value | i2yun.com

SSX U E

i2Share X SAGAEESCRERT L 2 S3. #£y OBS. Wi S3.

1. fE X SA0A7 A i2Share £74#, TE253% 2.3.5 HHCT i2share-data HSRATE, BEEIEFIRIA
W=

2B TN GAAEAEE S &, B 3 X G, 44 885 ) N i2share-commits «i2share-fs . i2share-blocks,,
SRHURERE U5 10 X GAH Y host. key. secret.

3. Zm#H/data/i2share/i2share-data/i2Share.conf LA, UM AL GERC B N, B4 2 A name-
host. key. secret 73 7l 3 5 75 i B T -

BT B 2 OSS e &

[commits]

name = aliyun-oss

host =

bucket =

key =

secret =

[fs]

name = aliyun-oss
host =

bucket =

key =

secret =

[blocks]

name = aliyun-oss
host =

bucket =

key =

secret =

W E . E AN R EECE CF Kl host 5 region 2SI UL, 15 MR SEhrfE DA S)
[commits]

name = s3

vendor = amazon

host = s3.cn-north-1.amazonaws.com.cn

region = cn-north-1

bucket =

key =

secret =

[fs]
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name = s3

vendor = amazon

host = s3.cn-north-1.amazonaws.com.cn
region = cn-north-1

bucket =

key =

secret =

[blocks]

name = s3

vendor = amazon

host = s3.cn-north-1.amazonaws.com.cn
region = cn-north-1

bucket =

key =

secret =

475 OBS (LR host A2 ULH, TEMRHESEPRIEMIHE) -
[commits]

name = s3

vendor = hw

host = obs.cn-north-1.myhuaweicloud.com

bucket =

key =

secret =

[fs]

name = s3

vendor = hw

host = obs.cn-north-1.myhuaweicloud.com

bucket =

key = BEYCN2UVDXFOOPITHNPS

secret = 0M7hfeB5SmS5TPX91uKs819UwvnBxsXi7FyjdLsoF

[blocks]

name = s3

vendor = hw

host = obs.cn-north-1.myhuaweicloud.com
bucket =

key =

secret =
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5.6LDAP AN E

i2Share SCHF LDAP 42\, HAI{XSCRAIK PRGN, A SCREBURFI A H R R N o T
# LDAP Ji, i2share f ] LDAP " (Il 7 B A% HEAT 6 . WK license BRI #0200, A4 A
REE 3% 200 MK

Ym’HE LA /data/i2share/seahub_settings.py, 15 3CAFRAT U LDAP FF IS & T

ENABLE_LDAP USER_LOGON = True

Y8 S F/data/i2share/cenet/cenet.conf, 15 A4 RATHIN LDAP L&

[LDAP]

#1 IR 1dap 777, 0 37 1dap KM
ENABLE=1

#ldap server uri
HOST=ldap://192.168.0.44

#1 FoRIME VI, 0 FRoR AR s ]
USER_SSL=0

#H 7 BTt ou 1 dn
BASE=ou=user,dc=info2,dc=com;ou=employee,dc=info2,dc=com
HEHMA L JE AT
#FILTER=employeeType=1

#ldap B HE 51 dn
USER_DN=cn=manager,dc=info2,dc=com
#ldap & HL 1S

PASSWORD=123

#1440 B LDAP J&
LOGIN_ATTR=cn

5.7 B3R E A HE

i2Share ¢ #F H 5 0€ G FL DI e, 15 6 D) R 75 224 /data/i2share/seahub_settings.py SO AR AT 3
B E N2

#iE N TG B D) RETT R

AUTO CLEAN DIR JOB = True

#5E I P Ty g PUAT I T] A5

JOB_HOUR = 4

JOB MINUTE =0

JOB_SECOND =0

SE TG BN RE R RPAT — Ik, FEBCE SR AT L E AT I 18] Al BRI = DY U T 2 I
THERE

5.8 3KEX SSL iEH
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SSL E-F3REUEAR B : openssl ZERHAEZIET .tk CAIET . 112 CAIET.

581 %%t CAIEH
BT let’s encrypted F& LR 9% ca UET5. SREUTIEMIT:

5.8.1.1 3REX CertBot 25 7' iif

#wget https://dl.eff.org/certbot-auto

5.8.1.2 FEjiL 80 Ui I

(— M IEAL T 80 i <4 nginx (HH, 7 4% 1 nginx k%)

#systemctl stop nginx

5.8.1.3 JEM SSLiEH

#chmod a+x certbot-auto
#./certbot-auto certonly --standalone --email VR HRFE" -d "R A"
A AR ITE 5L T /ete/letsencrypt/live/ H 5%

5.8.1.4 CertBot iF T4 H

ER: CertBot iEFA RGN A=ANH, 2 HESM, S5
15 1k nginx JIR%%, BEIK 443 b [

#systemctl stop nginx

Rty 443 Sim I, i ORS¢ 4RI

# netstat -ntlp | grep 443

2 CertBot

#./certbot-auto renew

# 5 nginx k55

#systemectl start nginx

582 f}% CAEH
KRARFS © LB R IR S a1
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R P AR BRI S5
5.8.3 OpenSSL H%4 SSL iE+

i E254 SSLET:, SMBUEBAZERE, ARV, ks asioidid B hteps
Be®, "I H openssl HZ& AL AT E .

1. BUEUEBEN A

B1% /root/key/gencert.sh L, FE#E TLLLTN N %

#!/bin/sh

# create self-signed server certificate:

read -p "Enter your domain [www.example.com]: " DOMAIN

echo "Create server key..."

openssl genrsa -des3 -out SDOMAIN .key 2048

echo "Create server certificate signing request..."

SUBJECT="/C=US/ST=Mars/L=iTranswarp/O=iTranswarp/OU=iTranswarp/CN=$ DOMAIN"

openssl req -new -subj SSUBJECT -key SDOMAIN.key -out SDOMAIN.csr

echo "Remove password..."

mv $DOMAIN.key $SDOMAIN.origin.key

openssl rsa -in $DOMAIN.origin.key -out SDOMAIN .key

echo "Sign SSL certificate..."

openssl x509 -req -days 3650 -in SDOMAIN.csr -signkey SDOMAIN.key -out SDOMAIN.crt

echo "TODO:"

echo "Copy $DOMAIN.crt to /etc/nginx/ssl/SDOMAIN.crt"

echo "Copy $SDOMAIN key to /etc/nginx/ssl/SDOMAIN .key"

echo "Add configuration in nginx:"

echo "server {"

echo" Sz

echo " listen 443 ssl;"

echo " ssl_certificate /etc/nginx/ss/SDOMAIN.crt;"
echo " ssl_certificate_key /etc/nginx/ssl/SDOMAIN key;"
echo "}"

2. PATIATENHIEF
#sudo chmod +x gencert.sh

#sh gencert.sh
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5.9 RKBUET K<

i2Share )& s BE DIREBIATTJE , W@ O B SCPFEAT H € XACE, dmiB ot
/data/i2share/seahub_settings.py, 7ERATEMILL T EC &

#E SBUE TS

LOGIN_RETRY_SWITCH = True

AUTO UNLOCK INTERVAL = 1

SRJEE ) i2share 5, FCEBIATAER, ST RGN ExXBUEDIRE. VM ETHZ MR (i2Share
web i B T AE 22 P AT IC B

5.10 #MEFHR

i2Share FIFMEDIREERINTT S, Wl Jm BHIC B SCPFEAT H € UGB, dmiB st
/data/i2share/seahub_settings.py, 7ERATEIMILL T EC &

# AETTR

ENABLE FAST UPLOAD = True

#IPAL SO RIME

MIN_ FAST UPLOAD SIZE =30

SRIGH A i2share J5, BCEHIATARL. 0 AL AR R T AR BB R SCrE, I HAZSTHE ik
% CAAFAE, Al K% .

511 EIEH|IFFR

i2Share )77 =3 D e 75 Z 9w B0 B U T AE . 9i4E SO /data/i2share/seahub_settings.py, 1E
ARAT AT Bie &

XL PPN

SHARE_CONTROL_SWITCH = True

H )5 i2share J5, ACERIAARL

HHTRGTT R = 5b 5, A ST ZAT N2 IR, 254 B i e 4 PR Y|
BOE R G H L BRMEAT 0= REHE RBAAEH T BTBOE 7 F 3], A 85t
ARER H O SO = £

512 XEHEFAIERE
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i2Share 25 R M FEAS RlE 7 AR E FHLS S K5 XA T IR S kI RE . #IT R LR ThRER

FEAE 12Share H [ I HEI0AE A5 O E AW R 18 PRI K
WFHIE, G LETHH T, F LoginBox.component.js LI A% B R 550, &
/data/i2share/i2share-server/seahub/media/js/components/fi & [¥] LoginBox.component.js (14,

5.12.1 MEFINEFREEER AR E

ARG VDA FINUEDNRETF RN KARE, BRNSHN T
A FIAIE R

HXURFIANEDREF G, BRIA G
TFA_LOGIN_FUNCTION SWITCH = False

XA FINIE S IR, BRIA G

TFA_LOGIN_SWITCH = False

#re 3 FLVFH I B FIANIEE R IF R, BRG]
ALLOW_MODIFY TFA BY USER = False

HARGPE TS EH P AEERK, 2 5 ZE XA FIAE, ERA\ 28
IGNORE_TWO_FACTOR_VERIFICATION = True

#EIAE SRS I SR TR], B D, BRIME S 300 15
VERIFICATION CODE CACHE EXPIRETIME = 5 * 60

# B R RS B UE RS I fe /N TR] [RIRE , A7 o ED, BRIME N 60 75
SEND_SMS_DURATION = 60

#RIE PRSI UERS KB, BRAKEE N 4 M
DEFAULT CODE LEN =4

AU INEREECE,  H AT SRR B = A5 i 5%
#HLAE IR 551844

DOMAIN ="

#HLAE IR S5 X35 1D

Regionld ="

#F] HL 2K I AccessKeyID

AccessKeyID ="

Bi] L 25K 7 1) AccessKeySecret

AccessKeySecret ="

#IAE R 5% 2 HH G B PR A AR 25 44

SignName ="

#HEA5 IR S5 P B AR S B IR A (4 R A5 AR 1D
LoginTemplateCode ="

HREL(E M55 C B B TR S T i A A5 AR 1D
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ChangePhoneTemplateCode ="
#HEAE IR S5 P C B P S BORUR 138 30T SR A AE AR 1D
ChangeTfaLoginSwitchTemplateCode ="

5.12.2 ana] FF ja XA F S ik

5.12.2.1 HiEM B =K AccessKeyID F1 AccessKeySecret

TER B 2T A S A B Ak P EbR, 7E9 S b il accesskeys, HEAN A E R
EHUH . £ EEEHEImY, S A LAMEIE accesskey #7417 accesskey A% .
Em_ ) AR TH ek b0 seams B 8 W O @

5.12.2.2 S5 REHE

ST GESH TN S S
FERT HL 2 B3 6 DU A il 2200 tab ) P SRS SRl R E R AT, Rs
R R AR “REE ARG BRI E NG5 i 55 B 6 Ui . 5 P IE A5 i 55 4
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Q

B TRESES

¢ THESRISHE SiEsi
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mEEsz @

EBEURNESEMIER

ESRERENMEBNFNSE

5.12.2.2.6 [ B 2= FE A5 IR 55 AH R BC B S50

IS5 N domian. Regionld. 24 . iR ID /58
Domain “A'dysmsapi.aliyuncs.com'

Regionld A'cn-hangzhou'

ZBA P RR 51221 HHITEZEA, BT H N 2Share'
B ID AP IR 5.12.2.2 T IS I =B BRI code

5.12.3.3 FE XA FNEEE

CERIE] 1ES1234, TE
TEEF i2shere, FEFABE,
EHE -

VS EREREEIR

FAICLIF R R A RS, G FEFEERES . EXRIEME AR, BTl
AR SRR . TP B SORUR 7 8 ST R A AR o I AR AU BT B 25 4645 ik 5545 (1) domain.,

Regionld DL =R 1) ID.

%8 S /data/i2share/seahub_settings.py, Ff LN XU FINUERC B N A HE 2 R17, Z2HRER,

15 FH S2BR ) S HOHATIRS .

HRL R I E T O BE B
TFA_LOGIN_FUNCTION_SWITCH = True
TFA_LOGIN_SWITCH = True
ALLOW_MODIFY TFA BY USER = False
IGNORE_TWO_FACTOR_VERIFICATION = True
VERIFICATION CODE_CACHE_EXPIRETIME = 5 * 60
SEND _SMS_DURATION = 60

DEFAULT CODE_LEN =4

AR FIIEAE S EC &, AT R B 2 48 05 55
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DOMAIN = 'dysmsapi.aliyuncs.com'

Regionld = 'cn-hangzhou'

AccessKeyID — "3feskeosiek sk sfeoskeosk sk skesk!

AccessKeySecret = " #dxdwddek

SignName = 'i2Share'

LoginTemplateCode ='SMS_ ¥4
ChangePhoneTemplateCode = 'SMS_ #### %!
ChangeTfaLoginSwitchTemplateCode = 'SMS_#**#*x!

TFA_LOGIN_FUNCTION SWITCH = True
TFA_LOGIN_SWITCH = True
ALLOW_MODIFY_TFA BY_USER = False
IGNORE_TWO_FACTOR_VERIFICATION = True
VERIFICATION CODE_CACHE_EXPIRETIME =
SEND_SMS_DURATION =

DEFAULT_CODE_LEN =

DOMAIN =

RegionId =

AccessKeyID =

AccessKeySecret =

SignName =

LoginTemplateCode =
ChangePhoneTemplateCode =
ChangeTfaLoginSwitchTemplateCode =

)5, )5 i2share {F 0 B AR

#i2share-admin stop && sleep 3 && i2share-admin start

2l FERERE. %R ERPREE RS, WETFRIERE B, YiTRA THHAES
SR PSS YIHE 7 8 sk T SR AT E AT R A5 Sk

513 H PRGBS E

H P ICE s & o md Thae, BOASCH . WFEIFE, whdd B i & SOt Ar | E
B, YafH C1F/data/i2share/seahub_settings.py, 7EARATESINLL AL E

FORCE_CHANGE_PASSWORD = True

SRJ5 HE 5 i2share J5, FCERIATARL.

514 ZHHEZL IP YilH

i2Share L FFZ 42 1P Vi, BRIAIEH .
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Y’ 12share [ B Y {F/data/i2share/seahub_settings.py
FERG B S ARAT G o DL TR &

AUTO FILE_SERVER ROOT PATH = 'filehttp'
YRG5 i2share J5, FCERITATARL.

B SS BsAFEX ip, 7B http 773005 ) 172.16.0.21, @i https 7705 i 172.16.0.22,
nginx FLE/REIWT, BLEEESS, AT nginx -s reload {0 & A4 24
map $http x forwarded proto $the scheme {
default $http_x_forwarded_proto;
" $scheme;

map $http x _forwarded host $the host {
default $http_x_forwarded host;
nn $host,

map $http_x_forwarded port $the port {
default $http_x_forwarded port;

""" $server_port;
b
server {
listen 80;
server_name 172.16.0.22;
#om i http 25 5E 7] £ https
rewrite ” https://$http_host$request _uri? permanent;
b
server {

listen 80;
server_name 172.16.0.21;

set $lang Shttp accept language;
if ($http_accept language ~* “zh-Hans-CN) {
set $lang "zh-CN";

proxy_set_header X-Forwarded-For $remote _addr;
location /.well-known/acme-challenge/ {

alias /usr/share/nginx/html/;

try_files $uri =404;
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location / {
proxy_pass http://127.0.0.1:8000;
proxy set header  Host $host;
proxy set header = X-Real-IP $remote addr;
proxy set header = X-Forwarded-For $proxy add x forwarded for;
proxy set header = X-Forwarded-Host $the host;
proxy set header = X-Forwarded-Port $the port;
proxy set header  Accept-Language $lang;
proxy set header = X-Forwarded-Proto $the scheme;
proxy read_timeout 1200s;
client_ max_body_size 0;
access_log /var/log/nginx/i2share.access.log;
error_log /var/log/nginx/i2share.error.log;

H

location /filehttp {
rewrite Mfilehttp(.*)$ $1 break;
proxy_pass http://127.0.0.1:8082;
client_ max_body_size 0;
proxy_connect_timeout 36000s;
proxy read timeout 36000s;

H

location /media {
root /data/i2share/i2share-server/seahub;

server {
listen 443 ssl;
server_name 172.16.0.22;
HIEFS A R4
ssl_certificate /etc/nginx/ssl/172.16.0.22.crt;
G INER L X
ssl_certificate_key /etc/nginx/ssl/172.16.0.22.key;

set $lang Shttp accept language;
if ($http_accept language ~* “zh-Hans-CN) {
set $lang "zh-CN";

proxy_set_header X-Forwarded-For $remote _addr;
location /.well-known/acme-challenge/ {

alias /usr/share/nginx/html/;

try_files $uri =404;
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}

location / {
proxy_pass http://127.0.0.1:8000;
proxy set header = Host $host;
proxy set header = X-Real-IP $remote addr;
proxy set header = X-Forwarded-For $proxy add x forwarded for;
proxy set header = X-Forwarded-Host $the host;
proxy set header = X-Forwarded-Port $the port;
proxy set header  Accept-Language $lang;
proxy set header = X-Forwarded-Proto $the scheme;
proxy read timeout 1200s;
client_ max_body_size 0;
access_log /var/log/nginx/i2share.access.log;
error_log /var/log/nginx/i2share.error.log;

}

location /filehttp {
rewrite Mfilehttp(.*)$ $1 break;
proxy pass http://127.0.0.1:8082;
client_ max_body_size 0;
proxy connect timeout 36000s;
proxy read_timeout 36000s;

H

location /media {
root /data/i2share/i2share-server/seahub;

5.15 #FZKIh8k

i2Share SCHF B H Yy RE, BRIAK M. Al 8B ole B SO IT /S o 48 i2share L B SO
/data/i2share/seahub_settings.py

FEWNC B A ARATH I LA R -

SECRET _LEVEL FUNCTION = True

H 5 i2Share 5, FCEARL.

JEHE R fE, R TR I RE AL A G 2 A B T AR - T
PS: B R e R BEAENIIR 22 e e B 56 B R e Bt 15T 8, ©a QU] I T IR 18 Al IS5 2032847
BRITRIRAE

5.16 bRBIRFE

B RS BT RS, T LAXT i2Share R 45285t BOHR A7 i (10 o 17 SR O AT 7 B DAY 20 77
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]

BLIR A T2 A AR C AT M B 1 SRR I AT Hicdls, AR (R0 1 R o s A0 A 1 i e 4
P, DARVE R R EE DR AT 3 R 2 i B H A 280 PR P 40 55

PATHIIEEID)RE, 7 25645 1L i2share IR 5% .

# 12share-admin stop

i i2share gc i 2 RIEAT Hi 1 iF B
Wk

i2share-gc  [--verbose] [--quit] [--dry-run] [-o outfile] [--stop-on-error] [repo_id ...]
ZH:

-c,—config-dir: $5E L E cenet.conf I H %, BRIA H % N/data/i2share/cenet

-d,~-i2share-dir: 5 &7 i2Share.conf [F) H 3%, #RIA\ H 5% M/data/i2share/i2share-data

-1, --rm-deleted: 5 BB A M BR 1 95K} 2R

-g, -ge-data = W45 5E BORLE T AR bz IR e 3k AT I B

-D, —-dry-run: $34 AT LA AN R 0 s S e, AN BR A

-o,outfile, FTENEIHEEREHEF

-A, --all-repos: 5 B A7 BB b i) 57 3% B4 e

-S, --continue-on-error: iy F i FE H AR £ i A TS B

-Q, --quit: 5 B FE AT EEAT(E R

-V, --verbose: & HILFE T ENVELIE B

-h, --help: T EN#E )
g;@” :

# 12share-gc -A #i BT AT SR EE b ) R s

# 12share-gc -r HHIE B AV JECH Bk 1) P ) R

#i2share-gc -r --dry-run  #3%8 A DABEATIE B OO SR B0, AU BR R4

#i2share-gc -d /i2share-data -r -A  #i2Share fif ] H € X ] i2share-data H %K, HRAMEAN
/i2share-data, BEATIEEE
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SHANGHAI INFORMATION2 SOFTWARE INC.

HLif: 400-0078-655

HE44: marketing@info2soft.com
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